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ABSTRACT

Creating an online identity via a username/password does not provide the ability to
establish trust with other systems in order to get access to unauthorized information
in a time-critical situation. Trust is the ability of two entities to believe one another
at some level, so that they can interact in a secure manner, e.g., a physician at one
hospital may need to obtain medical data on a patient from another hospital to
treat a patient, facilitated if there is a trusted relationship. This chapter explores
adaptive trust negotiation that obtains near real-time permission to access a system
to which a user has never previously been authorized to, so that the system receiv-
ing the request can adjust its security policies depending on the attributes that the
requester possesses. To accomplish this, a set of interacting systems (e.g., from
different hospitals) can be augmented with identity management and adaptive trust
negotiation to create a means where multiple disparate systems can make informed
and dynamic security decisions about users relative to their defined security policies.
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Identification and Adaptive Trust Negotiation in Interconnected Systems
INTRODUCTION

The ability to create, validate, and secure an online identity is a prerequisite for
any system that utilizes the user’s identity (username/password) to determine ac-
cess rights to its data and to simultaneously prevent malicious individuals from
masquerading as their legitimate service and hijacking user data. Typically, the
username/password combination is the system’s basis for retrieving and publicly
communicating the user’s identity and proof of identity to verify that they are the
owner of the username and associated identity. In contrast, servers identify them-
selves by using Public Key Infrastructure (PKI), the domain name system, TLS/SSL,
and certificates, which allows users to verify the server’s identity. While this model
is sufficient for basic client/server interaction involving communication mediums
such as email, complex modern time-critical systems necessitate a more robust and
responsive system to reach their full potential. For example, the health care domain
requires the secure storage and access of information via identity management that
has strict requirement on the privacy and security of personal health information
(PHI) via the HIPAA standard (HIPAA, 1996). As recently noted (Meyers, 2014),
there are increasing attacks on healthcare repositories that contain medical records
of patients, including a major attack on a health insurer (Anthem, 2015).

Despite such attacks, there is an increased interested among medical providers
(e.g., physicians, clinics, hospitals, imaging centers, testing laboratories, pharma-
cies, etc.) to share and exchange information (HealthIT.gov, 2014; Kelly, 2013;
Mettler & Rohner, 2009) towards quality improvement for timely medical decisions
that are able to take advantage of health data stored in multiple locations through
the creation and utilization of health information exchange (HIE) (CTDPH, 2013a;
JASON, 2014). In such a setting, the username/password combination may be insuf-
ficient. For example, a physician using an electronic health record (EHR) to store
patient health data and has privileges to see patients at a hospital A which has its
own electronic medical record (EMR) for past and current patients. When treating
a patient in an emergency situation by a physician at hospital A (authorized to A’s
EMR) for a cardiac event may need to see an EKG for the patient taken a week ago
at hospital B (not authorized to B’s EMR) to compare the two EKGs as part of the
treatment and assessment process. In such a situation, the physician is attempting
to access data at another institution (with a different EMR) to which s/he has no
username/password identity. This problem is complicated since patients are often
treated by a cadre of medical professionals (specialists, therapists, etc., at multiple
locations (State of Connecticut, 2013; The President’s Council of Advisors on Sci-
ence and Technology, 2010)), all with their own systems for storing patient data
(Eichelberg, et al., 2005).
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There must be a balance struck to allow to access health data in time-critical
situations with the granting institution guaranteed that the data is securely shared
and not mishandled. This will necessitate the design, development, and deployment
of security solutions that can dynamically: vet a user’s identity (e.g., physician),
ensure the user requires access to certain data in a specific repository (e.g., physician
can access patient X’s data in hospital A’s EMR), and then dynamically generate an
identity for the user to actually retrieve the data (e.g., temporary ID for physician
to access data in hospital B’s EMR). Presently, performing these actions requires
the traditional review of the user’s credentials where a physician would submit an
online application to access hospital B’s EMR to which s/he does not have privileges.
This is clearly unsuitable in in an emergent care situation. While the creation of
one monolithic and universal system to contain login data may be a viable method
of allowing credentials to be verified, in reality, the number of systems that would
need to be brought together in any kind of realistic scenario is unfeasible. Con-
necticut has 34 hospitals (with numerous EMRs), 17,294 licensed physicians, and
nearly 100,000 other licensed medical professionals (nurses, therapists, dentists,
etc. (CTDPH, 2013b)) using hundreds and perhaps thousands of different health
information technology systems (HITs). To provide a means for an individual to
obtain dynamic access to systems to which s/he has not been previously authorized,
there must be the ability to provide some means to demonstrate trust. For example,
a physician that has a history of accessing PHI at multiple HIT systems should be
trusted for real-time access to information on a needed system that will facilitate
prompt patient care.

This chapter explores the concept of trust, the methods currently used to promote
trust, and the way that trust can be leveraged, extended, and improved in order to
support the aforementioned scenario of health care, with a focus on the reading of
information from multiple sources. Trust between two interacting entities is defined
as the ability of the two entities to believe one another at some level, and is essential
when the entities must interact in a secure manner and must be sure of one another’s
identity. The main objective of this chapter is to be able to dynamically authorize
a user (e.g., physician) with a set of credentials (e.g., authorized to hospital A’s
EMR) to present credentials to a new system (e.g., hospital B’s EMR) and is both
trusted and accepted. This chapter explores the use of Adaptive Trust Negotiation to
support this objective with a goal of obtaining near real-time permission to access
a system to which the user has never previously been authorized to. This will be
achieved by extending trust negotiation, a process that two entities undertake with
one another with no previous contact in order to exchange information other than
their identities that can be utilized to establish mutual trust between them (Ryutov,
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et al., 2005) to adaptive trust negotiation to allow the system receiving the request
to adjust its security policies for the requester depending on the attributes that the
requester possesses. In the health care example, a physician could submit attributes
(akin to a certificate or set of certificates) that demonstrate sustained legitimate us-
age of a practice EHR and hospital A’s EMR, and this in turn can be utilized by the
receiving system to grant access to hospital B’s EMR. In one adaptive framework
based on TrustBuilder and the GAA-API (GAA-API, 2005), an online business can
adjust the purchases a customer is allowed to make based on their previous purchase
history (a customer’s attributes stored in a certificate) and using that in conjunc-
tion with a new customer request (which has its own attributes and certificate) to
determine if the new request can proceed. Our specific approach in this paper for
adaptive trust negotiation leverages and extends work on adaptive trust coupled
with the DIRECT project (DIRECT, n.d. d), in order to allow individuals, provid-
ers, and organizations to share information with best practices that have trust and
privacy considerations. We use the concept of a Health Information Service Provider
(HISP) to handle the sending of health data securely from the sender to the receiver,
where the sender and receiver each have access to their own HISP which may be
provided by their health organization or may be a service that they purchase from
a third party. This can be accomplished by a collection of certificates that is gained
upon successful access to multiple EHRs/EMRs as a digital wallet, which is one
cornerstone of our proposed approach. We are interested in utilizing adaptive trust
to complement our work extending National Institute of Standards and Technology
(NIST) role-based access control with collaboration (Berhe, et al., 2010) to securely
model provider interactions with one another using different HIT systems and our
work on role-based access control for XML as applied to a health care setting (De
La Rosa Algarin, et al., 2013).

The remainder of this chapter has five sections. In the Background section, work
relevant for this chapter is presented, including: role-based access control, identity
management, public-key cryptography, identity certificates, and the web of trust. In
the Trust in Medical Systems, the healthcare domain is explored in the context of the
concepts from the Background section, allowing the reader to understand the way
that sensitive patient data can be securely accessed and shared across multiple HIT
systems, for use in the remainder of the paper. Next, we present An Approach for
Adaptive Trust Negotiation to provide a means for users in time-critical situations
to obtain access to read data other systems to which they are not authorized to uti-
lize; this is illustrated by continuing with the health care scenario. Then, the Future
Trends section identifies new approaches that are evolving in regards to identity
control that include the move towards single sign on, the utilization of biometrics,
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the ever-growing impact of mobile computing in daily life which will necessitate
more advanced authentication, and the usage of spatial/temporal information to
determine privileges. Finally, the Conclusion section draws this chapter to a close.

BACKGROUND

This section provides background information of a range of security concepts that
are relevant for the chapter. First, we review role-based access control (RBAC)
(Ferraiolo, et al., 2001), which provides a means to characterize what a user does
by role, and could be useful in proving trust by representing the abilities that a user
has been authorized to. Second, we discuss attribute-based access control (ABAC),
which shares similarities with the underlying trust negotiation mechanism. Third,
identity management (Rouse, 2013) which involves controlling users’ rights and
restrictions based on their established identity. This could be useful in a trust setting
by providing the ability of a user to prove who s/he is. Fourth, to realize identity
management, public key cryptography (Rivest, Shamir, & Adleman, 1978) can be
utilized, which provides a verifiable way for a trust approach to identify a user by
being able to decipher a message with a published key. Fifth, to realize public key
cryptography, identity certificates (Housley, et al., 2002) are utilized, to provide the
proof of identity, another means to support trust by presenting a certificate that can
be verified. Finally, to pull many of the concepts together, the web of trust model
(Rouse, 2014) and chain of trust model are described, which provide assurance
regarding certificates that are distributed across the Internet.

Role-based access control (RBAC) (Ferraiolo, et al., 2001) is a method for re-
stricting access to secure resources. In RBAC, access is granted based on sets of
user roles and permissions. The roles in an RBAC model represent the job that a
user is expected to perform along with the implied abilities needed to perform those
tasks. These permissions may grant the ability to view patient records, access the
e-prescribing system, access auditing logs for review, or manage other users in the
system. Users within the system are assigned one or many different roles. Likewise,
each role is assigned a set of permissions which represent the ability of a user who
was assigned the role to access different parts of the system. When a user attempts
to access a resource, the system first checks their role and whether their role has
the permission to access that resource. If the user’s role does have the required
permission to access the requested resource within its set of permissions, then ac-
cess to the resource is granted to the user. Otherwise the system denies access to
the user. RBAC utilizes the concepts of user roles and permissions to organize the
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security constraints within the system and to simplify user administration. Here,
access control is defined as a method for controlling a user’s ability to utilize some
resource that is only made available to certain users. This restriction of access al-
lows system administrators to protect that resource from improper usage by denying
access to unauthorized users. Although RBAC generally simplifies access control
since permissions are encapsulated into roles, RBAC may become unwieldy when
a system requires multiple similar roles that only differ in the addition or deletion
of a small number of permissions. In this case, the number of defined roles may
outnumber the number of permissions as the system administrators create roles
for many different combinations of permissions. As a result, managing the roles
becomes a wieldy administrative task.

Attribute-based access control (ABAC) (Hu, et al., 2014) is an access control
method where user access to a resource is determined based on: a set of attributes
the user possesses, a set of attributes the resource possesses, the operation to be
performed on the object, and a policy. In ABAC, each user has a record of attributes
that describe the user such as: organization affiliation, licensing status, or security
clearance level. Resources within the system are also assigned a series of attributes.
When a user requests access to a protected resource, the access control mechanism
uses the policy to read the user attributes, the operation, and the object’s attributes
and decides whether the user gains access to the resource. Additionally, the policy
may be affected by external environmental conditions, such as the time of the
request or the user’s location. In ABAC, the user’s identity may be encoded into
his/her set of attributes, or the user’s identity may be irrelevant depending on the
implemented policy and the resource the user is attempting to access. Rather than
the user being authorized explicitly to resources as through RBAC, in ABAC, the
user is authorized through the set of attributes created by the credential manager.
RBAC can be thought of as a specialized form of ABAC; instead of assigning per-
sonalized user attributes as in ABAC and deciding user access with a policy, more
generic permissions (create, read, update, delete a particular resource) are assigned
to roles, which are then assigned to the users.

Identity management is the process of gaining and maintaining a recognized
identity within a computer system. The identity is a means of communicating the
specific person who is attempting to access a computer system. In a secure sys-
tem, establishing a means to communicate and prove the identity of the accessor
is imperative since the system grants access based on a security policy that relies
on matching a user’s identity to the restrictions or allowances on the user’s stored
security policy. The user’s security policy defines the level of access s/he has been
granted to the system. Therefore, there are three parts to gaining secure access within
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a system: the user establishing that they own a particular identity, a valid record
of the identity that the system can trust, and the actions that the identity is allowed
to perform within the system. Common methods of user identification include: a
pre-chosen username, demographic information such as a first name, last name, and
place/date of birth, or an identity certificate. Proof of identity is often enforced with
many different authentication factors including: user/password, biometric scans,
or a digital signature generated with a user’s private key. Proper identification and
management can mitigate man in the middle attacks (MITM) through the use of
public key cryptography. This is especially important for websites that require users
to share sensitive information such as PHI and Personally Identifiable Information
(PII). Public key cryptography allows both the user and server to identify themselves
while also allowing the user and server to establish a secure, encrypted connection
for sensitive data transfer.

Public key cryptography (Rivest et al., 1978) utilizes public/private key pairs to
form the basis of identification methods between computer systems and is a form
of asymmetric cryptography, which means that the key used to encrypt information
differs from the key used to decrypt that information. A user that requires the ability
to uniquely identify him/herself and open secure channels with other, potentially
unknown users generates two encryption keys, a public key and a private key, using
an algorithm such as RSA. Any information encrypted by one of the keys can only
be decrypted by the other. A required property of the key pairs is that there is no
method to determine the structure of a key given only the key’s matching pair. The
public key can be safely disseminated to the public while the private key is known
only to the user that generated the key pair. Public keys are generally made available
to the public through a file called a certificate, which binds the public key to an
identity and allows others to verify that they are communicating securely with the
intended identity. During initial communication, a user that wishes to communicate
a request securely to a server or another user first retrieves the public key of the
entity s’he wishes to communicate with by retrieving its certificate, verifying the
certificate, and extracting the public key from the certificate. After verifying that the
public key belongs to the identity of the intended recipient, the request s/he wishes
to secure is encrypted using the recipient’s public key and the encrypted request is
sent to the recipient. Since the request has been encrypted with the recipient’s public
key, only the holder of the corresponding private key can decrypt it. Note that this
exchange of certificates is computationally expensive when the server must main-
tain secure connections to many users, so in general this initial secure exchange is
utilized to allow the user and server to agree on an encryption key to be used with
a symmetrical encryption algorithm, which can encrypt and decrypt information
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much faster. Since the agreement on this encryption key takes place over a secure
channel, it can be assumed that only the user and initial recipient are in possession
of the symmetrical encryption key, as eavesdroppers on the connection are unable
to discern the content of messages passing through.

Anidentity certificate (Housley, et al., 2002) is a file that contains information on
the certificate holder’s identity, the period of time that the certificate is considered
valid, the certificate holder’s public key, and the certificate signer. It is the certifi-
cate signer’s responsibility to vet the holder’s identity independently. In order for a
certificate to be considered valid by others, it must be digitally signed by a trusted
signer who endorses the correctness of the information contained within. The sig-
nature is used both to verify the integrity of the certificate as well as to verify the
identity of the signer. Identity certificates are the most common type of certificate
and are typically encountered by the average person when browsing HTTPS-enabled
websites. Identity certificates allow these websites to uniquely identify themselves
to the browser and initiate an encrypted connection with the user for added security
when users must supply passwords or credit card information. Browsers often have
an icon to indicate when a secured connection is present and will warn the user if
the server’s certificate does not validate properly. In practice, these certificates bind
the server’s identity to the website’s domain and vetting of the certificate holder
only confirms that the owner is in possession of the domain. Extended validation
certificates have been introduced which offer the user assurance that the owner’s
identity has been vetted more thoroughly. Generally, holders must prove their legal
identity to the certificate signer as well as establish proof that s/he owns the domain
in question. Browsers that recognize extended validation certificates often display
the owner’s name in green next to the URL. A certificate used in a web of trust
model may contain multiple signatures, each a signer that endorses that particular
certificate.

The web of trust model provides an infrastructure to enable the correctness of
the certificates to be verified allowing trust to be established with the signer of the
certificate in order for the certificate to be considered valid. In the web of trust model,
any individual can endorse another’s certificate by signing a hash of the certificate
with their private key. Each user owns and maintains a certificate store, a collection
of the certificates owned by those that the store owner deems trustworthy. During
the certificate validation process, if the certificate being verified matches a certifi-
cate within the certificate store, the certificate is automatically accepted as valid.
If the certificate is not present in the certificate store, then the signatures present
in the certificate must be inspected until a signing certificate is found within the
certificate store. This process can continue for several levels deep, until a trusted
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certificate is found or until a limit is reached and the verification process decides
that trust cannot be established. A certificate that a user has placed within his/her
certificate store is said to be trusted implicitly by the user. In the web of trust model,
all users are considered peers and there is no hierarchy for trustworthiness, unlike
in the chain of trust model. While this means users have complete control over
those that are trusted, it also forces users to manage trustworthiness themselves. In
a large network, it may be difficult for new users to decide which other users are
trustworthy and it may be difficult to react to changes within the trust network if it
becomes fragmented and difficult for new users on the network to gain trust with
others. If a user is unable to gain trust they will have issues communicating on the
network. This problem is partially mitigated by key signing parties, in which large
numbers of users choose to trust and endorse each other’s certificates.

As a result of these drawbacks, the web of trust model is not recommended in
an interconnected hospital environment. It is unlikely that hospitals would want to
spend resources maintaining the web of trust on the wider network. Maintaining
their own trusted certificate store could also open hospitals to legal liability in the
event that a breach occurs as a result of the maintenance of the trust network. The
peer to peer nature of the network also means that in order to enter into the network,
new medical facilities would need to have their certificates endorsed by other medi-
cal facilities, which in the medical field would require extensive vetting of the new
facility that established facilities may not have the time or resources for. Instead, a
chain of trust model would offer a more organized trust network while offloading
the work needed to maintain the trust network to a third party.

The chain of trust model, like web of trust, provides an infrastructure for the dis-
semination and verification of certificates utilizing the X.509 standard for certificate
structure. In chain of trust, users are not peers and are unable to endorse each other’s
certificates to others. Instead, the concept of a Certificate Authority (CA) is used.
In the chain of trust model only a CA can generate and sign new certificates. Any
certificate conforming to the X.509 standard may only have one signator. During the
process of obtaining a new certificate, the user passes their public key along with
any information required to vet their identity and ownership of that identity to the
CA. The CA vets the information passed by the user and if it is accepted, the CA
creates a certificate, signs it with the CA’s private key, and delivers the certificate
to the user. A root authority is a CA with a self-signed certificate, or a certificate in
which the holder information matches the issuer information. These certificates can
only be verified against themselves since the certificate signer is also the certificate
holder. These certificates must be placed in the user’s certificate store, and are only
trusted during certificate validation if present in the store. To validate, the CA’s
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own certificate must indicate that the signer has authorized the certificate holder
to issue certificates in the basic constraints section. A CA may choose to endorse
a certificate holder as a trusted CA by creating a certificate that indicates that the
holder of the certificate is authorized to sign certificates on their behalf. During the
certificate validation process, the verifier receives the entire “chain” of certificates
from the root authority’s certificate to any intermediary CA certificates to the user’s
certificate. The chain is validated by checking the validity of the user’s certificate,
then walking up through the chain of signatures validating each certificate until
the root certificate is found, at which point it must be found in the certificate store
or the whole chain is invalid. In the event that a user’s private key is stolen, com-
promising the security of his/her identity certificate, the certificate is added to a
revocation list and the user must generate a new public-private key pair and request
a new certificate. Any certificate listed on the revocation list is considered invalid.
The chain of trust model is a much better candidate to secure a large-scale
medical network. The CA system relieves the hospitals of the responsibility of
performing vetting procedures on the entities signing the certificates. The ability
to delegate authority to sign certificates enables the creation of an intermediary
medical authority, which can be trusted to vet the certificates used to identify the
hospitals themselves with a more medical-centric focus. This would allow profes-
sionals sharing medical data in the network to know that not only are they accessing
the correct domain, they are accessing the correct domain of an entity endorsed by
the medical authority as a trustworthy member of the medical subnetwork. Rather
than requiring the hospitals to obtain the endorsement of a multitude of peers to
prevent a disconnected network, hospitals can simply trust a more limited number
medical authorities, just as users on the internet need only trust a limited number
of CAs in order to enjoy the benefits of secure web browsing. However, the chain
of trust model is dependent on each certificate in the chain being valid. This has
the potential to create a single point of failure; if any of the CA’s certificates in the
chain become invalid, the user’s certificate becomes invalid. This contrasts with
the web of trust approach where a certificate can be signed more than once and the
invalidation of one signature does not automatically make the certificate invalid.

TRUST IN MEDICAL SYSTEMS

Supporting secure identification, user authentication, and authorization among many
decentralized, distributed systems is acomplex undertaking, particularly in adomain
such as health care whose systems were builtindependently and to different specifica-
tions. The hospitals that purchase or commission these systems often customize them
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to mirror the workflow of the various physicians, nurses, and hospital administrators
in order to improve efficiency and reduce medical mistakes. Several major EMR
providers such as Epic (Epic, n.d.) advertise their commitment towards customizing
their software to fit their clients’ workplace culture and workflow. However, it is
important to note that there are two significant schisms that often hinder sharing
of information across systems in health care. First, hospitals located in a region are
often competitors of one another, and free sharing of information may mean that
hospitals could lose patients; so while all PHI is available to a patient via HIPAA,
its free exchange electronically is not. Second, different EHR/EMR vendors are
focused on vendor specific approaches and proprietary formats that inherently limit
the ability to share data. The HIT vendor community has been historically hesitant
to adopt practices in their development and deployment technologies that are well
accepted in other fields through agreements on standards that allow data to easily
flow among different systems in a seamless manner. For example, the SQL Standard
(ANSI, 1986 and ISO, 1987) allows for the easy porting of databases through “.sql”
files. Also, the eXtensible markup language (XML) (W3C, 2015), a de facto way to
exchange information, is utilized by many commercial database vendors (MySQL,
SQL Server, Oracle, etc.) to provide the ability to export an entire database schema
and repository into XML, at which point the database in that format can be moved
from one database platform to another in a seamless manner.

Despite these schisms, within the medical domain there is an increasing interest
(Mettler & Rohner, 2009) in the secure sharing of patient data among the numerous
stakeholders in the health care system to improve the effectiveness of patient treat-
ment and patient satisfaction. Patients are often frustrated when they are required to
provide the same information multiple times to different specialists simply because
the patients’ physicians are unable to access their previously existing medical records.
The stakeholders include: physicians treating patients, medical specialists working
in a dynamic coalition to treat more complex and specialized patient conditions,
medical researchers studying the effectiveness of different medical procedures,
insurance companies who use these studies to promote more financially efficient
healthcare, the business sector of health care which is interested in improving the
effectiveness of treatments and profitability of its hospitals (Deloitte, n.d.), and
governmental organizations (NIST, 2014) who wish to use large amounts of medi-
cal data in order to observe trends in public health and patient treatment. Ideally,
stakeholders would be able to access medical records for any of their clients on a
nationwide health network where these stakeholders would share their data for the
benefit of patients, and health care as a whole, and the act of sharing data would
lead to improvements on current medical procedures.
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While these stakeholders are interested in sharing medical data for various reasons,
there are complex laws such as HIPAA that dictate the way that medical data must
be stored and secured to prevent private patient information from being obtained for
nefarious purposes. Patients themselves are also concerned that their medical records
could be misused if leaked and accessed by the wrong people. Hospital administra-
tors would like to choose what data is available and to whom, since they have spent
resources obtaining this data and the data itself has value. Although in practice a
hospital’s medical data is generally available to the doctors and nurses, they must
have a specific reason to examine a particular patient’s records; some records, such
as psychiatric history and medications, are even more restricted. Either the records
belong to a patient being treated by the physician in question, or the patient’s medical
data is somehow related to a task the physician is expected to perform. Examining
a patient’s record even at a physician’s own practice simply for curiosity’s sake is
strictly illegal and all data access must be audited by the system to ensure that no
employee of the organization is accessing data illegally. Hospitals are unwilling to
leave themselves exposed to lawsuits regarding the improper use or dissemination
of patient data. Consequently, if an interconnected health care system is to be cre-
ated, the hospitals involved in the network must possess some method of verifying a
physician’s identity (even if the physician is previously completely unknown to the
hospital), verifying the physician’s need to see medical data, and auditing access.

The nature of this problem requires that every hospital in the medical network
be able to establish the truth of a claim to the identity that the requesting physician
claims to own. In such a situation, the hospital has two options under the traditional
username/password combination form of authentication: the hospital can main-
tain its own personal collection of identities and shared secrets for each physician
authorized to access the medical system in a database, or the hospital can cede
this power to a trusted third party which would maintain a repository of physician
identities and proofs of identity and offer an API for hospitals to access during an
authentication request.

The latter situation is infeasible for a multitude of reasons. First, a single point
of failure in the system is created by concentrating user authentication into one
mutually shared service. Any medical system must be robust to the failure of any
individual component because medical information must be accessible even in the
event of failure occurring within the system. Second, it would be very difficult for
the idea of a third party authentication service to gain traction within the medical
community since hospitals guard their data very closely and are unlikely to allow
others to authenticate users in their stead. Finally, a large undertaking for any single
authentication service would be required to vet the identities of a large number of
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users. Any centralized service must have the ability to quickly vet new applicants
to the system as well as managing any identity that may be compromised. Given
the large number of physicians currently working in the medical community it is
unlikely that any single entity would be able to manage this efficiently.

Another problem with the approach is that hospitals would be required to maintain
its own records for each physician afforded access to their system. This would mean
not only medical personnel that work at the hospital but other medical providers
outside of the hospital that would be interested in seeing information on a single
patient particularly in a life-critical situation. The hospital or its security administra-
tion would have to independently verify each physician that requests access to their
system, meaning that physicians who need access to medical data immediately but
have no previous history of interaction with the new hospital’s system would need
to apply for access. This method is clumsy, slow, and completely unworkable in
the event that the physician is working in an emergent situation and his/her patient
needs medical attention immediately. Furthermore, the medical network as a whole
would run inefficiently, as every hospital in the system would need to maintain its
own records for every physician who works within the system, forcing hospitals to
independently verify the same physicians multiple times and storing more data on
them within their systems than necessary. Finally, in the event that a physician’s
identity is compromised, it would be difficult to manage the repercussions of a
stolen identity throughout the entire hospital network. Should an identity be com-
promised, every hospital that has a record of the physician in their system would
need to be alerted of this breach of security and respond accordingly by revoking
access until the physician’s identity can be secured and reestablished. With each
hospital maintaining their own separate records, it becomes difficult to respond to
problems such as this.

One other possible way to address this issue is via RBAC, which is widely used
in the medical field due to its simplicity and the fact that its model closely mirrors
the manner in which information is controlled within the hospital environment.
In the medical field, those requesting access to hospital resources are: practicing
physicians, surgeons, nurses, insurance companies, medical researchers, or admin-
istrators. Each of these people need to be able to access some part of the hospital’s
secure computer systems in order to properly execute their tasks, but none of them
requires complete, unbridled access to the entire system. By restricting their access
to that of only the part of the system they need to properly execute their tasks, their
ability to compromise the hospital by inappropriately exposing or editing sensitive
medical data is reduced. For instance, in a hospital setting, there may be a separate
role for the physicians, a role for the nurses, and a role for members of the hospital
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administration staff. Permissions represent the ability to access a resource within
the system. Resources that need to be protected from this type of damage may in-
clude: patient records (both regular and psychiatric), billing systems, e-prescribing
systems, or de-identified data repositories. These resources must be controlled so
that unauthorized users are unable to compromise the privacy of patients in the
system and to ensure that the hospital is in compliance with HIPAA regulations
regarding proper protection and dissemination of patient data. Improper access to
patient records or billing is a breach of patient privacy that could result in legal ac-
tion against the hospital, while an unauthorized user accessing e-prescribing systems
couldillegally prescribe themselves drugs. Owners of de-identified data repositories
are interested in protecting their research data since it is gathered at great expense
and is necessary to conduct research on the effectiveness of medical treatments or
leveraged to find newer, more effective treatments. The proper restriction of access
to these systems protects the hospital from damage.

Another secure and efficient way to address the problem of identity verification
is to leverage public key cryptography and associated infrastructure with a certifi-
cate system whereby each physician obtains an identity certificate which is digitally
signed by a hospital that has allowed the physician access to its medical data. Under
this scheme, the hospital is responsible for verifying the identity of the physicians
onits payroll. Creating and signing a personal identity certificate for the physician is
proof that the hospital has vetted their physician’s identity and proof that the hospital
trusts the physician to access sensitive medical data contained within their system.
During a request for data access, the physician can present their identity certificate,
use the TLS/SSL protocol to identify him/herself, and establish a secure, encrypted
connection to the server. During validation of the identity certificate, the server
receiving a request for medical data can inspect the physician’s identity certificate
and prove its validity by inspecting the physician’s hospital’s digital signature. If it
is valid and the server trusts the physician’s hospital, the server can be certain that
the presented identity is in fact the physician’s actual identity.

The hospitals can establish trust with each other through mutually shared medical
authorities, certificate authorities that provide proof of identity in the form of an
identity certificate for hospitals involved in data transfer. This allows hospitals to
identify themselves securely to hospitals that they have no previous access history
with and eliminates the n? problem posed by independent verification by reducing
the number of background checks that must be performed on the physicians to only
the physicians that the hospital itself employs. The data that must be stored in the
hospital’s systems is reduced to a certificate store containing the root certificates
of a small number of medical authorities. Hospitals establish trust with each other
if the certificate of the medical authority that signed another hospital’s certificate
is found within their certificate store during the certificate validation process.
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A real world scenario that will be built on for the remainder of the chapter describ-
ing the necessity of such a system is as follows: A physician working at Hospital A
working in the ER of a major hospital receives a patient in critical condition. The
patient has no medical history at Hospital A, but the patient’s identity has been dis-
covered using some form of personal identification. Using a Master Patient Index
(MPI), the physician is able to locate the patient’s records at Hospital B. However,
the physician has never been in contact with Hospital B before, and both the phy-
sician and Hospital A are completely unknown to Hospital B. The physician now
faces the challenge of identifying him/herself to Hospital B in able to gain access
to the patient’s data in a time critical situation. Under the current system, it would
be impossible for Hospital B to properly examine and validate the physician’s cre-
dentials in a short enough timeframe to be useful to the physician and patient. In
this situation, the physician would be forced to treat the patient without access to
the patient’s medical record.

AN APPROACH TO ADAPTIVE TRUST NEGOTIATION

In this section, we present an approach to Adaptive Trust Negotiation that can be
utilized as a means for users in time-critical situations to obtain access to read data
in other systems to which they have not been not previously authorized to access.
Our approach focuses around three concepts and leveraging ongoing work on the
DIRECT project. The first concept, identity management, is utilized to allow users
to construct a unique identity for themselves as well as relevant information pertain-
ing to that identity for the purpose of gaining access to new systems. The second
concept, trusted identities, can be employed to uniquely identify a user by including
user relevant attributes. These attributes are matched to a security policy constructed
by the facility the user wishes to obtain access to and the trusted identity offers as-
surance that the information provided is trustworthy. The third concept, attribute
certificates, provides the ability to build a profile of a user in terms of their usage
of information, which is an important part of our proposed approach to adaptive
trust negotiation. To bring these concepts together, we explain and apply existing
ongoing work on DIRECT (DIRECT, n.d. ¢) which allows individuals, providers,
and organizations to share information in a trusted manner. The section concludes
with an examination of potential security threats against our approach and strategies
for mitigation. Throughout the discussion, we continue with the health care scenario
from the previous section.

In terms of identity management and trusted identities, there are wide range
of stakeholders that require access to various kinds of health care information,
including: patients, medical providers (e.g., physicians, nurses, therapists, etc.),
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various laboratory and testing facilities, medical researchers, and support person-
nel throughout the health care system. Across this wide spectrum of stakeholders
are individuals that create and access all types of information stored in EHRs and
ancillary systems such as imaging, laboratories, etc., and include: structured text,
free text, images/scans, test results, prescriptions, PHI, PII, etc. Three complemen-
tary requirements dictate the need for identity management and trusted identities:
the need to increase the availability of the data in emergent situations in real-time;
the ability to provide that data from multiple sources via HIE while insuring that
the security and privacy of patient information is protected at all costs; and, the
ability to dynamically authenticate to use a system never previously authorized. As
personalized medicine (McCarty & Wilke, 2010) increases, there will be need for
all types of genetic information to be available and accessible. The work on adaptive
trust presented in the chapter seeks to overcome a significant barrier to integrated
patient care data access: when any of these stakeholders seek to access information
from some source they are often bound by the authentication credentials utilized
to access their own specific systems and are not easily able to be authenticated to
access information from systems that they have not been previously authorized to
use. Our approach to adaptive trust negotiation is to focus on X.509 certificates
and their ability to be extended via attribute certificates. This allows for adaptive
certificates to be dynamically generated as needed for authentication in order to
provide a level of trust as users attempt to utilize information from sources to which
they have yet to be authorized to in a dynamic/real-time manner.

Our approach to adaptive trust negotiation focuses on the idea that a user will
acquire multiple X.509 certificates over time based on their activity being authorized
to utilize different systems. Each certificate allows access to a specific system, e.g.,
a physician would acquire certificates from the EMR at his/her medical practice,
the EHR at the hospital he/she has privileges, the EMR at the free clinic that he/she
volunteers at, etc. Each of these X.509 certificates can be augmented with multiple
Attribute Certificates (AC) (Farrell & Housley, 2002) that are secure documents
containing attributes associated to the holder by the issuer structured using X.509
and signed by an Attribute Authority (AA). The advantage of multiple certificates
(one per work setting/EMR/EHR) is to minimize the impact for failure; with a single
certificate with multiple attribute certificates (one for each work setting), failure
may compromise multiple settings, while with multiple certificates (one per work
setting), failure of one should have no impact on the others. In a realistic scenario
like health care, each work setting (EHR/EMR/HIT system) can have their own
security infrastructure and algorithms to generate public-private keys; the concept
of multiple certificates each with multiple ACs attached is akin to a wallet with
multiple cards issued from different sources (Mavridis, et al., 2001). Our work
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also considers Oblivious Attribute Certificates (Li & Li, 2006), where a certificate
holder can select which attributes to use and the way to use them, and the user
obtains a service if and only if the attribute values satisfy the policy of the service
provider, yet the service provider learns nothing about these attribute values and
the certificate holder learns nothing of the requirements specified in the service
provider’s security policy. This too could be an approach used by the certifier in
consultation with a third party to allow the emergent authentication. Related efforts
in adaptive certification include: a framework for secure e-Health authentication
using a multiple factor approach where physicians would provide multiple pieces
(e.g., ACs) of information in emergent situations (akin to our multiple certificate
approach) (Boonyarattaphan, Bai, & Chung, Sept. 2009); a framework for adap-
tive trust negotiation that establishes trust based on attributes other than identity
(Ryutov, et al., 2005); and, a dynamic adaptive authentication policy that could be
utilized as a model for a certificate-based identity representation (Ventuneac, Cof-
fey, & Salomie, 2003).

Our approach to adaptive trust negotiation is similar to the concept of ABAC
discussed in the Background section. The attributes a user gains throughout his/her
career are recorded in the user’s attribute certificates, which are read by a policy that
decides whether the user is allowed to gain access to the requested health records.
ABAC can establish a method for an unknown user to gain secure access to an un-
known system since ABAC does not depend on identity, as long as the system can
verify the accuracy of the credentials and the credentials follow a pre-established
standard. However, our approach in this chapter allows for the user to generate new
credentials dynamically as a natural step in the authentication and authorization
process. This creates more options for security management by incorporating the
ability to tailor the service provider’s actions in regards to data dissemination to
the request. Instead of simply deciding whether the user is allowed access to the
resource in question as in a traditional access control scheme, we utilize adaptive trust
negotiation to allow a policy that can also determine a level of access to a requested
resource and allow additional actions to be undertaken, such as audit notifications,
depending on the level of trust established during the negotiation phase.

To place this into a real context, consider the example given in Figure 1, where
on the left side, a particular user (e.g., a physician) has been granted multiple cer-
tificates in his or her multiple roles (e.g., clinician to treat patients, on-call physi-
cian, hospital service, medical researcher, etc.) across different systems, including
a EHRs at an ambulatory practice (Asylum Hill Family Medicine), a EHR at a
hospital (St. Francis Hospital and Medical Center), and a de-identified research
i2b2 data repository that includes both clinical and genomic data (UConn Health
Center;). Holding these three certificates, the physician is able to present some or
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all of these certificates to the verifier to allow authentication to utilize a system that
s/he does not yet have access (right side of Figure 1). This process would be adap-
tive in allowing the certifier to utilize a third party to verify the existing credentials
and use them to dynamically generate new credentials (certificates) on the fly. For
example, in a emergent situation where a physician needs to access data at another
hospital (Hartford Hospital), a physician could present his/her X.509 certificates
for his/her practice EMR (Asylum Hill Family Medicine) and hospital (St. Francis
Hospital and Medical Center) and based on the information in these certificates, a
process can be defined which is initiated by the certifier that will allow a third party
to analyze the presented X.509 certificates (along with their attribute certificates)
and dynamically decide to generate a new X.509 identity certificate with attribute
certificates or only a new attribute certificate based on the presented X.509 certifi-
cate associated with Hartford Hospital to satisfy the verifier and allow the physician
access. In the right side of Figure 1, when the physician requests access to data from
Hartford Hospital by sending a subset of his/her certificates, the hospital verifies
the certificates through a recognized certificate authority (CA) and then generates
a new X.509 certificate with respective AC or only AC to the physician granting
access to the requested data. These certificates are then passed back to the physician
and are added to the physician’s digital wallet. The physician now has permission to
access Hartford Hospital’s data, and additionally can present these new certificates
in subsequent accesses to other hospitals to aid in the verification process

Figure 1. Example Scenario with ACs
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Traditionally, adaptive authentication research focuses on biometric approaches
that act as second or third steps in user authentication after a more traditional ap-
proach such as usernames and passwords. For example, research in (Boonyarattaphan,
Bai, & Chung, Sept. 2009) provides a framework for secure e-Health authentication
using a multiple factor approach where physicians would provide multiple pieces
of information in emergent situations (akin to our multiple certificate approach). In
the work of (Ryutov, et al., 2005), a framework for adaptive trust negotiation is
presented which facilitates ... authentication by establishing trust based on attri-
butes other than identity”; again this mirrors our multiple certificate approach and
the use of a third party by the certifier. Both of these efforts can be applied to our
approach in terms of the identity X.509’s and the degree of robustness that they are
able to support in the adaptive authentication process. Lastly, work in (Ventuneac,
Coffey, & Salomie, 2003) presents a dynamic adaptive authentication policy that
could be utilized as a model for a certificate-based identity representation such as
our proposed multiple certificates. Their work utilize a two-step authentication
method (first username and passwords, then the X.509 certificate against an LDAP
registry), but it can be modified by removing the first step and adding credential
checking after the LDAP lookup to allow the certifier to verify with a third party
and generate a new certificate to allow authentication to the new system in an
emergent situation.

Our approach to achieve this adaptive and dynamic certificate generation and
verification process is to leverage existing ongoing work on DIRECT which is to
allow individuals, providers and organizations to share information (DIRECT, n.d.
a) and provides a set of best practices (DIRECT, n.d. b) that have trust and privacy
considerations that are very consistent to the privacy emphasis of our work. Health
Information Service Provider (HISP) has been used by the DIRECT project, both
to describe a function (the management of security and transport for directed ex-
change) and an organizational model (an organization that performs HISP functions
on behalf of the sending or receiving organization or individual). HISP is similar to
the internet IP domain providers who are responsible for managing network con-
nection between the user and the internet services. A HISP is a separate business
organization from the sending and receiving organization required to have Business
Associate Agreements (BAAs) with HIPAA Covered Entities as shown in the Figure
2. All HISPs must have contractually binding legal agreements with the sender or
receiver of directed exchange of PII, including all terms and conditions required in
a BAA and including other protections as noted in this best practice. The Privacy
and Security Tiger Team (HealthIT.gov, n.d.) has published recommendations on
transparency on use, retention, data handling, and other activities of HISPs. HISPs
must include all data collection, use, retention, and disclosure policies (including
rightsreserved but notexercised) in BAAs or other service agreements. In a simplistic
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Figure 2. Overview of HISP and HIE
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situation, the sender and receiver take sole responsibility for encryption/decryption
activities. The interpretation of the encrypted package, by any parties other than the
sender or receiver is exposed to data that are “rendered unusable, unreadable, or
indecipherable to unauthorized individual through the use of the NIST-recognized
AES128 or AES256 encryption algorithms”.

For our approach to adaptive trust, we can transmit identification information
encrypted using X.509 certificates across HISP to various hospitals for authenticat-
ing sender’s credentials. X.509 certificates can be augmented with Attribute Cer-
tificates (AC) that are secure document containing attributes associated to the
holder by the issuer and are invalid without a proper authentication from the issuer.
A collection of AC certificates in the course of time will build a profile for the
physician over time that could be passed to the certifier which would consult a third
party to dynamically and adaptively provide a new certificate for the system that
the physician has yet to be authenticated (or authorized to previously use) as was
shown in Figure 1. In this scenario, the physician holds three X.509 certificates:
one issued by Asylum Medicine with an AC with a Physician role, one from St.
Francis hospital with an AC with a Radiologist role, and one from UCHC with AC
with a Researcher role). In the example, we used role as an AC for the three differ-
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ent certificates. In a health care domain, there may be ACs for: HIPPA accessibil-
ity, de-identified data only for research, patient clinical data for emergent care,
genomic access, number of trusted logons, etc., or defined with broader categories
such as ACs for the data level (HIPPA, FERBA, DE-IDs), an AC for the situation
(Urgent care, Primary Care, Inpatient Care), the type of data (patient, genomic),
etc. A certificate for a given system would denote the types of access that a person
has had (we can define lots of types) and the combination of all of these from mul-
tiple certificates would allow the certifier, through a third party, to generate a cer-
tificate for the system to be authenticated against that the user needs. Such an ap-
proach to processing attribute certificates as shown in the right side of Figure 1,
would be overlaid to be an integral part of the HISP/HIE architecture as given in
Figure 2.

In the HISP/HIE environment, extended with attribute certificate to support
adaptive trust notification, each entity (EHR/EMR/HIT system) that holds private
medical data that it wishes to make available for use by others is responsible for
maintaining an authority through which it can issue new certificates and defining
a security policy. In the event that a request is received and the user’s certificates
have been properly validated, the entity’s authorization system is now in possession
of the subset of the user’s profile that s/he has chosen to present during the request
for access. However, the security policy may authorize different levels of access
depending on the credentials presented, allowing it to be adaptive in its analysis.
For example, a physician at a local practice recently acquired in a business deal by
a larger hospital may be granted full access to the larger hospital’s EMR since their
patients are now the hospital’s patients and vice versa. In contrast, a physician at-
tempting to access the EMR of a different hospital entirely may only be allowed to
access a data warehouse specifically provisioned with a subset of patient records that
the hospital has authorized for outside use, and the access may trigger an additional
level of auditing on the data retrieved by the physician. The security policy offers
a level of automated flexibility, allowing medical data to be shared securely when
needed while also protecting private data from unwanted access.

In addition to the data recorded in the physician’s ACs, the trend towards the
utilization of mobile devices in medical applications demands their consideration
during the adaptive trust negotiation process. Figure 3 presents an Hybrid Extensible
Architecture (HEA) for adaptive trust for use in HIE where a total of three HISPs
have been included above the various HIT systems (Hospital A, Hospital B, Local
Pharmacy, Medical School, i2b2 repository, and Physician Portal). HEA is primarily
comprised of remote data servers that have been connected by health providers in
a HIE network through a set of common health standards. The HISPs at the top of
Figure 3 are establishing trust amongst the HIT systems each contain a HISP focused
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Figure 3. Overview of a secure HIE solution
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certificate authority (CA) to oversee certificate interactions for the connected HIT
systems in support of the adaptive trust negotiation process. This allows a user to
access information he/she is not previously authorized to via the attribute certificates
as previously described and shown in Figures 1 and 2. In addition, the CA of each
HISP also interacts with a more global certificate authority (upper center of Figure
3) in order to coordinate certificate exchanges and verifications across HISPs.
Figure 3 also explores many other potential issues related to the secure access
of information particular in regards to the different stakeholders that are likely at-
tempting to access via mobile devices. For example, a patient, accessing a secure
patient portal on his/her tablet mobile device, or a health provider/physician access-
ing an EMR through their mobile device, may require the initiation of a versatile
and changeable authentication process dependent on various factors. Specifically,
the authentication process is likely to involve the addition of a dynamically chang-
ing set of permissions that change based on the user’s physical location as well as
the time period during which authentication occurs. In a medical office or practice,
a physician’s set of permissions may change when his/her shift ends or during a
time period during which he/she is on call. At the practice during the day, the phy-
sician is focused on his/her patients. At night, the physician may get calls from any
of the patients in the practice, or may receive calls from other practices that are
being covered for care and may require access to EHRs/EMRs at other practices or
hospitals. This is another situation where adaptive trust negotiation with attribute
certificates may have a significant role. Likewise, permissions may change when
physicians travel between different portions of the hospital during their shift (e.g.,
a physician moving from a research wing to pediatrics). A successful authentication
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allows access to a Hybrid Extensible Architecture with an underling HISP infra-
structure from DIRECT thereby supporting adaptive trust negotiation. Trustbetween
the health providers in the HIE is provided through a set of common medical au-
thorities, in this case the HISPs, that undertake the responsibility of vetting health
organizations and enforcing strict security regulations.

In order to be implemented as an authorization method, the trust negotiation
process must be resilient to attack, both external and internal. An external attack in
the scenario presented is defined as an attempt to obtain sensitive PHI without par-
ticipating in the trust negotiation process or otherwise disrupting the trust negotiation
process in a manner that makes it impossible for a user and healthcare organization
to complete the trust negotiation process. An internal attack is an attempt to obtain
sensitive PHI by manipulating the trust negotiation process. Examples of an external
attack are man-in-the-middle (MITM), stealing the private key and certificates of a
digital wallet owner, or overloading the healthcare organization’s connection with a
denial-of-service (DOS) attack. An internal attack could involve manipulating CAs
or AAs to sign false information, or making repeated trust negotiation attempts to
ascertain the security policy of the healthcare organization. A MITM attack involves
an outside observer intercepting communication between the user and the health-
care organization. The attacker may attempt to steal either the user’s digital wallet
credentials, private key, or the PHI as data is transferred. A MITM attack may be
mitigated by incorporating SSL, which uses PKI to both verify that the identity of
the server is correct and provide a means of encryption so that an eavesdropper is
unable to obtain usable data. The DIRECT project’s HISP, mentioned previously in
the section, is an entity that assists in the secure data transfer process. Private keys
can be protected with passphrases and encoded with a hardware security module
(HSM), which is hardware that stores private keys and is resistant to external attack.
Should private keys be compromised, the affected certificates can be revoked in
a certificate revocation list, as in the X.509 standard. The work in (Ryutov, Zhou,
Neuman, Leithead, & Seamons, 2005) provides a methodology for mitigating DOS
attacks on a trust negotiation system by creating a scoring system that rates how
likely a request is merely a DOS attempt. A DOS attack on a trust negotiation sys-
tem may arise from opening multiple requests for trust negotiation or disclosing a
complex credential disclosure policy.

Since the medical authorities are responsible for ensuring that all of the service
providers that participate in trust negotiation are legitimate medical enterprises,
responsibility for unauthorized credential signing resides with the medical authori-
ties and the organization. Therefore, organizations authorized to maintain credential
signing services must have a large enough bureaucracy of trustworthy individuals to
distinguish individuals requesting data from individuals that maintain the credential
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signing systems. This is to prevent a conflict of interest where a user that requires
access to protected data simply generates new, phony credentials without having
legitimate access to the protected data for the purpose of illegitimately passing the
trust negotiation process. In smaller organizations where this is not possible, such
as in a small private medical practice, the users must affiliate themselves with a
larger medical organization or a HISP. Additionally, a trust level may be established
between the organizations that have signed the user’s credentials and the organiza-
tion from which data has been requested beyond the baseline medical authority
endorsement. An internal attack that attempts to discover the security policy of the
trust negotiation server may be mitigated by simply denying the user from making
multiple attempts at access in the case that access is denied in the initial attempts
at access. Note that the work presented in (Li & Li, 2006) describes a method for
disclosing credentials such that the user is unable to discover any information re-
garding the security policy of the provider.

FUTURE TRENDS

As private data continues to be entrusted to interconnected systems, even as attacks
against those systems become more common and sophisticated, the measures utilized
to protect those systems must also become more sophisticated. As such, there are
emerging technologies that are gaining traction and show promise in reducing the
complexity of managing the multitude of credentials required for access to each
system. There are two advantages to the emerging technologies: to ease the dif-
ficulty users have in juggling multiple identities; and to strengthen weak points in
the systems against attack. Furthermore, there is a demand for more fine-grained
access control to secure these systems by determining system permissions based on
user location and time of access. Our objective in this section is to explore emerging
technologies in: single sign on, biometrics, the increasing impact of mobile comput-
ing, and spatial/temporal information for dynamic privileges.

Single sign-on (SSO) (United States of America Patent No. 5,684,950, 1996)
reduces the necessity for users to remember multiple passwords for multiple services
by aggregating all of the services a user has been authorized to use into a single log
in service. When the user successfully logs in to the single sign-on service, he/she
then gains secure access to any compatible service connected to the single sign-
on account. Services that may be connected to a single sign-on account include:
email, social networking accounts, corporate virtual private networks (VPNs), and
e-commerce websites. Single sign-on increases security by allowing the authenti-
cation mechanism to use authentication tokens or passwords more complex than a
human user would be capable of entering or remembering. Since the single sign-on
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service is responsible for authenticating the user to all of his/her services, it reduces
the number of users utilizing the same low entropy passwords amongst multiple
security domains to prevent forgotten passwords. SSO techniques are frequently
employed to authenticate users to distributed systems, as in order to fully utilize the
system, the user must also authenticate to each physical or virtual server contained
within. Well known works on SSO systems for distributed systems include Kerberos
(Neuman & Ts’0, 1994) and Shibboleth (Shibboleth Consortium, 2016) and there is
ongoing research into adapting SSO for mobile devices (Yu, Wang, & Mu, 2012).
SSO systems are further subdivided into pseudo-SSO systems and true SSOs
(Pashalidis & Mitchell, 2003). In a pseudo-SSO, the SSO service merely stores sepa-
rate user credentials (username/password, certificates) for each service and utilizes
these stored credentials to log the user into these services when the user successfully
authenticates to the pseudo-SSO. In this case, the pseudo-SSO is merely making
requests for authentication on behalf of the user. In a true SSO, an Authentication
Service Provider (ASP) handles authentication for the user and the generation of
secure authentication assertions. These authentication assertions are utilized by the
user to confirm successful authentication to the ASP to the services s/he wishes to
connect to. This method requires more formal integration between the ASP and the
services, as there is a required level of trust between the ASP and the services that
accept the ASP’s authentication assertions, and the services must have a mechanism
to read the chosen assertion format of the ASP. A true SSO offers a level of privacy
to the user by generating multiple authentication assertion tokens for the user, which
also allows the user to create separate roles for each identity on the service network.
The same assertion may be used to interface with multiple services, or the user may
choose to use multiple assertions in conjunction with the same service.
Biometrics (biometrics, n.d.) are also becoming increasingly utilized for multi-
factor authentication. Biometric authorization involves the utilization of unique
biological signature as a method to both identify and verify the user during the
authentication process. A biometric system may utilize fingerprint scans, handprint
scans, facial scans, retinal scans, gait recognition, or voice recognition for identi-
fication. Biometrics possess the advantages that the user generally always has the
means to access a system secured with their biometric data and that biometric se-
curity is capable of performing identity retrieval and identity verification with only
the biometric data. However, the nature of biometric data means it cannot easily be
changed in the event that a user’s biometric data is compromised. Systems secured
with biometric data may put users at risk if attackers are sufficiently motivated to
target the users themselves. There is also a danger that biometric access may become
impossible if the user’s biometric data changes. For instance, losing a hand in an
accident would make it impossible to use that hand as a password in the future.
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There exist many attempts to unify biometrics systems with mobile devices to
allow for secure authorization techniques while partially alleviating the need for a
diverse set of user passwords. In (Hwang, Cho, & Park, 2009; Chang, Tsai, & Lin,
2012), the authors utilize Keystroke Dynamics-based Authentication (KDA) as a
form of multi-factor authentication. While the user enters passwords, the device
takes note of several types of data while the password is being entered including
such as password entry speed or accelerometer data, and compares this data to a
previously stored digital fingerprint. Should the fingerprints match, the user has
been authenticated with both the password and the biometric data obtained from
password entry, all while under the impression that only a password was needed.
The inclusion of a built-in microphone makes voice biometrics (Authentify, n.d.)
a natural security mechanism for mobile devices such as smartphones and tablets.
Voice biometrics utilizes a recording of the user’s voice converted into a digital
fingerprint. When access to a device is desired, the device listens to the user’s voice
and attempts to match it to the previously stored fingerprint. If the device detects a
match, use of the device is granted to the user. In (Baloul, Cherrier, & Rosenberger,
2012), the authors realize speaker recognition through a challenge-based method
that can detect and defeat a replay attack.

The ever-growing impact of mobile computing in daily life poses new chal-
lenges with regards to authentication, user security, and data sharing. Attacks on
mobile devices have been increasing in number (Ruggiero & Foote, 2011) and the
nature of mobile devices requires a diverse set of technologies to authenticate users,
communicate securely, and enable the translation of health data to mobile-friendly
formats. Devices may include: smartphones, tablets, or mobile health sensors.
Mobile devices may also be lost or stolen while the rightful user is still considered
logged in on the device, and any mobile authentication system would need to prop-
erly detect untrustworthy access and reject subsequent requests for data. Allowing
for the modification of a patient’s medical record from the mobile device further
complicates the situation to control PHI, since there must be care to never delete
information but to create a longitudinal record of medical treatment (Wiedemann,
2010). Historically, the paper-based medical chart contains an entire history of all
visits, test results, etc., and this feature must be maintained in an electronic repre-
sentation in an EMR/EHR. As a result, the most significant danger that the use of
medical data on mobile devices face is deletions that can cause significant damage
to the patient’s health caused by a malicious change to his/her medical record, which
may occur before the change is detected and fixed. Unification of mobile security
technologies allows devices to remain secure while recognizing the diverse set of
mobile technologies that can be utilized to improve health. The ever-increasing uti-
lization of mobile devices in everyday life for a wide range of activities will require
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authentication solutions that would augment what has been proposed in this chapter
on adaptive trust negotiation via attribute certificates.

The final future trend that is discussed is Spatio-temporal access control (Ray &
Toahchoodee, 2007) which refers to limiting the user’s permissions based on their
location and the time of access. For instance, in the medical domain, physician or
nurse permissions to access an EMR varies based on the current time. At different
times in the workday, a nurse may be expected to administer medications to patients
or meet with recently admitted patients to perform an initial assessment of his/her
health. As the nurse’s assignments throughout the day change, his/her permissions
within the system must change to reflect his/her current task so that necessary data
may be readily accessed. The location of the user may also affect user permissions,
as explored in (Bertino, Catania, & Damiani, 2005). The location may be the actual
physical location of the user, or a more abstract type of location like the user’s ad-
ministrative network location. In a hospital, the user’s physical location may grant
him/her access to a different set of permissions if s/he is within the hospital building
than when they may be accessing the hospital’s systems from home. A physician
accessing the hospital network from home may only be allowed to access their own
financial and compensation data from home, while accessing the hospital network
from within the hospital building may also grant access to the EMR. The adminis-
trative location, or the position of the user within the administrative network, may
also be used to control access as in (Mavridis et al., 2001).

CONCLUSION

This chapter has introduced and presented adaptive trust negotiation as a means for
a user to access a system to which he/she has never been authorized, in a near-real-
time period, allowing the system receiving the request to adjust its security policies
for the requester depending on the attributes as represented by certificates that the
requester possesses. The concept of trust allows two entities to believe something
about one another; we believe such a relationship is critical in a health care setting
to allow, for example, a physician in an emergency room treating a patient to have
almost instantaneous access to a patient’s medical data from an external location
in order to ensure that all relevant information is available for successful treatment.
The chapter provided information on role-based access control, identity manage-
ment, public-key cryptography, identity certificates, and the web of trust in the
Background section. Using this as a basis, the healthcare domain was reviewed in
terms of stakeholders, health information technology systems, and the way that
information is securely shared, in the Trust in Medical Systems section. Both of
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these sections set the stage for the An Approach for Adaptive Trust Negotiation sec-
tion that introduces the concept of certificate attributes and a certificate authority,
describes a time critical scenario for a user to present credentials to a certificate
authority to obtain access, and leverages existing work on the DIRECT framework
for the supporting infrastructure. In the process, a Hybrid Extensible Architecture
(HEA) was presented as a means to bring together all of the work in this chapter
into a realistic context. To complete the chapter, the Future Trends section discussed
identity management issues including: single sign on, biometrics, the increasing im-
pact of mobile computing, and spatial/temporal information for dynamic privileges.
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KEY TERMS AND DEFINITIONS

Adaptive Trust Negotiation: Trust negotiation in which the request receiver
adjusts its security policies based on the user’s credentials.

Attribute Certificate: A structured tamper-resistant file that is associated with
an identity through an identity certificate and is used to list data in a key-value pair
format.

Certificate Authority (CA): An entity endorsed by another authority that vets
user identities and signs identity certificates.

Digital Wallet: A collection of credentials a user earns through being granted
access to secure systems.

Electronic Medical Record (EMR): A data representation of a collection of
patient medical histories in digital format.

Health Information Exchange (HIE): The sharing of health data between
stakeholders over a secure medical network, or the computer system that facilitates
data sharing.
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Identity Certificate: A structured tamper-resistant file that is used to identify
an individual and provide assurance for secure connections.

Root Authority: An entity that signs user certificates with a self-signed certifi-
cate, users must add the certificate to their certificate store to establish trust.

Trust Negotiation: The process two entities without prior contact undertake to
establish trust based on credentials other than identity.
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